
  

Security at the MFP 

User ID card system improves security protection 

 

 

Situation 

After a security breach, a mid-size firm is implementing mandatory security policies to prevent confidential data and 

customer information from being accessed by unapproved sources. In response, the IT department implemented 

employee ID card access for PC's, to protect network devices from future incidents. Unfortunately, the MFP in the copy 

room is not protected. 

 

Solution 

To complement the new security policies, employee ID cards are also required to access the MFP to ensure user 
authentication. Employees simply swipe their badge at the MFP to release their print job while they are at the device for 
added security. To ensure confidentiality, the MFP is enabled with disk overwrite capability that erases sensitive data after 
the file is printed. 
 
Getting Started 

Assess your customer situation. Do they have similar challenges? 
Understand their technology requirements & current IT infrastructure 
Choose technology & implementation options from Technology Required 
Decide how you prefer to monetize.  
 

Technology Required 

ConnectKey MFP 
AAA Software (Authentication/ID card SW) 
 

Solution Links: Find Out More on ConnectKey  

     Find Out More on Xerox All Apps 

https://www.greenofficepartner.com/Xerox-App-Gallery
https://www.greenofficepartner.com/Xerox-All-Apps

